Ta;irget

This Asset controls and manages the SCADR
system, While active, It bocsts all connucted:
Assets by +2 Defense pomis if destroyed, all
connected Assets lose 3 Defonso points
parmanantly
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Scan the trget assats for open ports.
Wevenl the top 3 cards of the defander’s
deck, Choose one; discard a revealod event
* card or gain 1attack for your nest tum.

o

ansomware Attack

Cyber Kill Chain l

Weaponize

Delivery C2

o
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Backips are encrypted, preventing
recovery, Gama Over
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fieveal the top card of your, =

appanent's deck I it's an asset card,

gain +2 astack for your et tum, I

it°s an event or defense card, draw 1
. cand.

Reveal the 1op 2 cards of Jour.
oppanent's deck. Chooae ane:

Discard an avent card or gain +1

attack for your mest [um.

i the target draws an asset card, rwndtt.mﬂ
.. discardit _
- Gabn +3 attack for your next turn if the target
v, hasvidnerable asset card in play,

R R e T FTER

Crpate a phishing emall designed to deceive
AP thetarget Chooseone:;  f
Reveal o random card from the opponent’s

il hand and discard it,
fGan +2 attack for your nost tum i a credentiat

. Ofogin asset card is revealed.
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CChaoose or:

\Fthe target has no defense, stesl 2 SCP paints.

If the target has endpoint protection, this
_atiack falls. ¥ tha target has a firowall, reduce
it defense by 3 far this turn,

an: -
If the target has no defense, steal 1 5GP point.
if the Larget has in exposed asset, reduce 15
mw;m—ﬂamnmmmmm
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GTTECK = IHETRLLATION .ﬂl

Dieploy ransomware on the targetd’ ;
if nd endpaint protection is sctive, Ste -

-

 poinits. If an 105 or antivirus is active, rolla
SE200 Oy 12+, the arrack fads I successful,

tFan 105 is present, roll amﬁﬁ';': l
annack fails. il successful, the target loses 2

_ BCP points each turn until the matware is the target ioses 3 SCP points each turn until

mmaved tha ransom s pakd,

Estabish C2 with the targst
IF oo Fireswrnd], gtin +2 Attack nest turm.

If firgwall, roll 420, On 15+, block
pommEnication.

. If successtul, reduce SCP by 1 each turn,
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Must have c2, Install and explolt in play,
Target data i encrypted and rendered
bnaccessible. Game Owar




An exposed Linu servar configured et wank

credentials, lmaving it vuinorableta

unauthorized pccess. Attackers can saplolt s

open S5H service on port 2222 to launch brute
force attompis

r
TOOL = EBECOMN

Scan thie target ascots for opan ports.
Reveal the top cand of the defenders deck
and choose to discard or place amywhere in

diszk or gain 1 arack o your nest turm.

Weap.onize

ey

SSH
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Scan thr Wrget assats for opon ports.
Mevenl the vop 3 casds of the defendes’s
deck, Choose one; discard a rewealed event
card or gain 1L attack far your next tm.

Sean for valld uwsernames. Reveal 1.hn-#: i

of the defender's kand. If ir's adefenseor

protocol, add 2 attack to your nest sttack if
It's an gperator of avent, draw 1 cand
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Scan thir target assats for opan ports.
Meveal the top 2 cards of the defender’s
dech. Choose one: discard a revealed card

o gain 1 atack for your Rext [,
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TOO, = WERRGHIZE

This card sets up the THE Hydra toolforan |
upcoming brute-farce artack it requires &
Recon card to activate
Omca In play, thir 55H Brute-Force Attack -
Diedivery card may be played next tum

sl e K
Requires a Recon Card to activate, Preparea
brine-force attack by seloctinga wordlist.
Aeduce the deleénder’s next 55H Brute-Force
Attack roll by 2
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This card sets up the Metasploit toalforan
wpcoming brute-force aTtack. it requines 8
kotasploit Recon card to activate
Once in play, the S5H Brute-Force Attack -
Dedivery card may b played next turm
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Delivery

‘Attack -

Kill Chain
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Perform a brute-force sttack if THC H
Setup Toolis In play, Foll & Dice and ool

with the defender’s rall. if your roll Is highar,

reduce the defenza of the expoted Linusg
server ad5et by 1 the defender wins, the
attack fails, and you may graw 1 card,

Requires S5H Brute Force in play. Folladice
against the defender. IF you winggain Tull
Access to tha Exposed LinecServer and

resthice Its dafensa to 0, I you lose, the
defender may draw 1 card aia
COUNTRMMEARITT,
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Requires S5H brute force to be successful.
Parfdrm a credential dump on thetarpes. Roll
adice. iFyour roll is higher than the
defondar's, gain accass to their stored
cradontiale. Discard a rancem card from the
defandars hand

TOOL = EESLIAT

Requires S5H Login Explait 1o be suctessful.
Gain acceEss to the Exposed Linus Server. if voul
draw thie Backdoar inatallation card [SLér, you

can install a backdpor, IF not, continue with
ather actkons but maintain sccess

OGTTECK = THETELET oM

install a persistent backdoor on the target
maset If Unauthorized Acoess Gained is in play,
Roll Dice L
heghar rolk succesds, lower roll falls
IF Sweeessful, malntain acoess to the system
and can porform further actions

Requires 55H Brute Force In play. Aol aidice |
gainst the defender. i you wingain full
Access o thay Exposed Linie Servar and

reduce |is defensa o 0. If you [ose, the
defencer may draw 1 card 38 a
COUNTRIMeRAsUTT,
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Target an asset with 2 or less defense Rolla

dice against the dofender, If wou win, gain full

access and reduce the asset’s defense to 00
wau lose, the defendes may draw 1 card

Elevabo privileges on the compromised.
EySIEMm,
Al Diges
highar rofl succeeds, iower moil falls.
Requires: Backdoor Installation card ar
mimikntz credential dumping in play.
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Aol a dice: if higher than the defanBer's,
wnstall thie payload and redece their SCP
by 3 iF the deferator wins, the attack falls,
and you draw 1 cand,
Reguires: Metasplait S5H Exploit
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e
SHCLRS BerSiSIant aceass 1o e
compromised system, Roll dice ©
haghar rall grants persistent aocess, lowes
ristl Fails.
Raguires: Backdoor Installation card in play.

Steal eredentials fram the defender. Rolls
dico: If yaur rall is higher, gain 1 card from
the defender's hard. if tha defender wins,
disemrd & cand froem your hamd
Requires: install card,
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~Actions
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BT TRCE = SCTElME OM DESCTIVES

Requires Exploit + install or €2 this turn.
Roll a dice. If your rall s highar'than the
defenders, discard a candom card from
this defiandar's hand and thay ose 20 508
paints If the defensdsr ralls higher, the
attack fails, and you may draw L card.

ATTECK - SCTadhE OH ST i

Reguires Exploit + Install or C2 this
Wi,
Roll a dice: If higher tsan the
defender's, asset Ioses 10 dofense
poinds, IF lower draw ana cand




Scan th target assots for opon ports.
eveal Uivs top 3 cards of the defenders
deck, Choose one; distard & revealed event
card o gan 1 attack for your next .

e
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N Owaw 1 card k Scan the target assots for open perts.

anarats 15 ol palnt par And Reveal the top card of the defenders deck
tuarn wihile protected I Add +4 Deforss and choose to discard or place amywhaere in
@ w

e wmm

' disck or gain 1 artack for your nest-turn.
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Cyber Kill Chain

Weaponize Delivqry

Chease one Tood or Exploit card from :
your hand and place it in play withaut
using setup requirements, Sdp any
sstup card reguired for that card this
turn.

fleveal tne 1op 2 cards of the
defender's deck, if either s an Assetor
Protocol, retics its defenss by 1 this
© turn, Ifnat, draw 1 card,

T TECE = DELAERY

Requires a Recon Card to activate, Preparea
brute-force attack by selocting & wondiist,
Reduce the defenders next S5H Brute-Force:
Attack roll by &

Setup Tool is In play, Aol  Dice and compare
with the defandaers roll. IF your roll Is higher,
reduce thie defenss of the exposed Linug
server ddset by X i the defender wins, the
attack fails, and you may graw 1 card,
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Data Breach
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Revasl the tog 2 cards of thel™
defender's deck. If any are Protocol or
Assat cards, gain «2 ATTack reat turm,
Return revealed cands (o the top of the
diach in any order,

T T

~Actions

o

Requires Exploit + Install or €2 thisturn.
Roll a dice. If your roll s higher than the
defender's, discard & candom card from
this defander's hand and thoy lose 20 508
points. If the defender rolis higher, the
o ptvack fails, and you may draw 1 card.
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Rells d20. On 12+, gain 4 SCPON 1o
Iower, steal fails, but draw 1 card,
Raquires: A succasshul Explait or Data
Exfiltration card in play.

GTTECK = TNETaLL

It 8n Exploit or Backdoor card min play,
gain «2 C2 strength chis turm,
i blocked by a Protoood casd, negate
it effect for 1 turn,

Roquires a successful Exploit card. REll;
- i) )

13+: Rootklt is installed. Opponent cannot
play Protocol cards for th nest 2 umns:
. L2ar lowar; Instaliatian fails. Oraw 1 card
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Requires Exploit « Install or C2 this
Twirm.
Roll a dice: T higher than the
defendor's, asset loses 10 dofense
poinds, If lower draw anae cand




